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PIRACY AND ARMED ROBBERY AGAINST SHIPS

Recommendationsto Governmentsfor preventing and suppressing piracy
and armed robbery against ships

1 The Maritime Safety Committee, at its seventy-first session (19 to 28 May 1999), reviewed
MSC/Circ.622 (Recommendations to Governments for preventing and suppressing piracy and armed
robbery against ships) and prepared the revised recommendations given at annex.

2 The review was carried out on the basis of the recommendations of the regional seminars and
workshops on Piracy and armed robbery against ships conducted by IMO in Brasilia (20 to
22 October 1998) and Singapore (3 to 5 February 1999).

3 Member Governments, in particular those within areas identified as affected by acts of piracy and
armed robbery against ships, are recommended to take any necessary action to implement, as appropriate,
the recommendations given at annex.

4 Member Governments are also recommended to bring this circular and MSC/Circ.623/Rev.1 to

the attention of al national agencies concerned with anti-piracy and anti-armed robbery activities,
shipowners, ship operators, shipping companies, shipmasters and crews.

*k*
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MSC/Circ.622/Rev.1
ANNEX

RECOMMENDATIONSTO GOVERNMENTS
FOR PREVENTING AND SUPPRESSING PIRACY*
AND ARMED ROBBERY AGAINST SHIPS

Piracy and armed robbery against ships

1 Before embarking on any set of measures or recommendations, it isimperative for governmental
or other agencies concerned to gather accurate statistics of the incidents of piracy and armed robbery
against ships, to collate these statistics under both type and area and to assess the nature of the attacks with
special emphasison types of attack, accurate geographical location and modus operandi of the wrongdoers
and to disseminate or publish these statistics to al interested partiesin aformat that is understandable and
usable. Furthermore Governments should involve representatives of shipowners and seafarers in
developing measures to prevent and suppress piracy and armed robbery against ships.

2 In any ongoing campaign against piracy and armed robbery, it is necessary, wherever possible,
to neutralize the activities of pirates and armed robbers. As these people are criminals under both
international law and most national laws, this task will generally fall to the security forces of the States
involved.

3 Ships can and should take measures to protect themselves from pirates and armed robbers. These
measures are recommended in MSC/Circ.623/Rev.1. While security forces can often advise on these
measures, and flag States are required to take such measures as are necessary to ensure that owners and
masters accept their responsibility, ultimately it isthe responsibility of owners, masters and ship operators
to take seamanlike precautions when their ships navigate in areas where the threat of piracy and armed
robbery exists.

4 The Coastal State/Port State should develop Action Plans detailing how to prevent such an attack
inthefirst place and actions to take in case of an attack. Flag States should develop Action Plans detailing
the actions to be taken on the receipt of areport of an attack. Because of the possibility of collision or
grounding of aship asaresult of an attack, the Coastal/Port States will need to develop plans to counter
any subsequent oil spills or leakages of hazardous substances that the ship or ships may be carrying. This
is especialy important in areas of restricted navigation.

5 All national agenciesinvolved in preventing and suppressing piracy and armed robbery against
ships should take appropriate measures for the purpose of maximizing efficiency and effectiveness and,
at the same time, minimizing any relevant adversity. The Coastal/Port States should also establish the
necessary infrastructure and operational arrangements for the purpose of preventing and suppressing
piracy and armed robbery against ships.

* The following definition of piracy iscontained in article 101 of the 1982 United Nations Convention on the Law
of the Sea (UNCLOS):

“Piracy consists of any of the following acts:

(8 any illegd actsof violence or detention, or any act of depredation, committed for private ends by the
crew or the passengers of a private ship or a private aircraft, and directed:
(i) on the high seas, against another ship or aircraft, or against persons or property on board such ship

or aircraft;

(if) against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of facts
making it a pirate ship or aircraft;

(c) any actinciting or of intentionally facilitating an act described in sub-paragraph (a) or (b).”
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6 On communication and co-operation between various agencies, and the response time after an
incident has been reported to the coastal State:

A an incident command system for tactical as well as operational response should be
adopted in each country concerned to provide a common terminology; integrated
communications; a unified command structure; consolidated action plans; a manageable
span of control; designated incident facilities, and comprehensive resource management;

2 existing mechanisms for dealing with other maritime security matters, e.g. smuggling,
drug-trafficking and terrorism, should be incorporated into the incident command system
in order to allow for efficient use of limited resources; and

3 procedures for rapidly relaying aerts received by communication centres to the entity
responsible for action should be developed or, if existing, reviewed.

7 It is imperative that all attacks, or threats of attacks, are reported immediately by radio to the
nearest RCC or coast radio station to aert the Coastal State/Port State and followed up by a more detailed
written report. On receipt of radio reports of an attack or post attack reports, the RCC or other agency
involved must take immediate action to:

A inform the local security authorities so that contingency plans (counter action) may be
implemented; and

2 alert other shipsin the areato theincident utilizing any appropriate communication means
availabletoit, in order to create or increase their awareness.

8 The report received by maritime Administrations may be used in any diplomatic approaches made
by the flag State to the Government of the coastal State in which the incident occurred. Thiswill aso
provide the basis for the report to IMO.

9 Coadta States/Port States should report to IMO any act of piracy or armed robbery in their waters.
The format presently used for reportsto IMO is attached at  appendix 4.

10 The recording and initial examination of reports is best done, wherever possible, by a central
agency possessing the necessary skills and resources. In order to maintain the required credibility, both
from Government and commercial sectors, such an agency must be accurate, authoritative, efficient and
impartia in both its product and its dealings with others. It isjudged that the organization best suited to
thisroleis IMO itself, although the use of IMB's Piracy Reporting Centre in Kuala Lumpur, Malaysia,
as asatellite for dissemination of information should also be considered.

11 The detailed work of assessment should be carried out by the security forces of the coastal State
concerned who will probably have access to further information to complete the picture and background
of the attacks and those persons responsible.

12 It isimportant that, once the collection and collation stages have been completed, the product be
distributed to all agenciesthat need to know. These agencies include the Governments of coastal States
for onward passing, the Governments of flag States for passing through maritime Administrations to
shipowners and to other interested Government departments.

I'\CIRC\MSC\622REV 1 MSD/TCI&PM/BM-C/sb



MSC/Circ.622/Rev.1
ANNEX

Page 3

13 To encourage masters to report al incidents of piracy and armed robbery against ships, coastal
States/port States should make every endeavour to ensure that these masters and their ships will not be
unduly delayed and that the ship will not be burdened with additional costs related to such reporting.

14 On investigation into reported incidents and prosecution of pirates and armed robbers when
caught:

A it should be firmly established which entity in each country has responsibility and legal
authority for carrying out post-attack investigations, since confusion during the hours
after an incident may result in missed investigative opportunities and loss or deterioration
of evidence;

2 the appointed investigation agency should have personnel trained in standard investigative
techniques and who are familiar with the legal requirements of the courts of their
countries, asit iswidely assumed that prosecution, conviction and confiscation of assets
of offenders are the most effective means of discouraging would-be offenders,

3 as offenders may beinvolved in other kinds of offences, piracy and armed robbery against
ships should not be viewed inisolation and useful information should therefore, be sought
in existing criminal records; and

4 systems should be in place to ensure that potentially useful information is disseminated
to al appropriate parties, including investigators.

15 IMO regularly sends to coastal States reports of armed robbery said to have been committed in
their territorial waters and requesting for information on the result of any investigations they have
conducted. Coastal States are requested to respond to these inquiries even when they are unable to
conduct an inquiry either because the incident was not reported or was reported too late for an
investigation to be conducted. Any such responses should continue to be circulated to the sessions of the
Committee.
Jurisdiction and intervention
Criminal jurisdiction
16 A person apprehended at sea outside the territoria seaof any State for committing acts of piracy
or armed robbery against ships, should be prosecuted under the laws of the investigating State by mutual
agreement with other substantially interested States.

Substantially interested Sate means a State:

A which isthe flag State of a ship that is the subject of an investigation; or

2 in whose territorial sea an incident has occurred; or

3 where an incident caused, or threatened, serious harm to the environment of that State,

or within those areas over which the State is entitled to exercise jurisdiction as recognized
under international law; or
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4 where the consequences of an incident caused, or threatened, serious harm to that State
or to artificial idands, installations or structures over which it is entitled to exercise
jurisdiction; or
5 where, as aresult of an incident, nationals of that State lost their lives or received serious

injuries; or
.6 that has at its disposal important information that may be of use to the investigation; or

7 that, for some other reason, establishes an interest that is considered significant by the
lead investigating State;

.8 that was requested by another State to assist in the repression of violence against crews,
passengers, ships and cargoes or the collection of evidence; or

9 that intervened under UNCL OS article 100, exercised itsright of visit, under UNCLOS
article 110, or effected the seizure of a pirate/armed robber, ship or aircraft under
UNCLOS article 105 or in port or on land.

17 States are recommended to take such measures as may be necessary to establish their jurisdiction
over the offences of piracy and armed robbery at sea, including adjustment of their legisation, if
necessary, to enable those States to apprehend and prosecute persons committing such offences.

18 For visits to ports in certain countries, ships need to carry amounts of money in cash to cover
disbursements and other requirements. Cash on board a ship acts as a magnet for attackers. Where the
carriage of large sums of cash is necessary because of exchange control restrictions in some States, these
States are urged to take a more flexible approach.

19 Flag States should encourage all ships operating in waters where attacks occur to have a ship
security plan. The ship security plan should be prepared having regard to the risks that may be faced, the
crew members available, their capability and training, the ability to establish secure areas on board ship
and the surveillance and detection equipment that has been provided.

20 If at al possible, ships should be routed away from areas where attacks are known to have taken
place and, in particular, seek to avoid bottle-necks. If ships are approaching ports where attacks have
taken place on ships at anchor, rather than on ships underway, and it is known that the ship will have to
anchor off port for some time, consideration should be given to delaying anchoring by slow steaming or
longer routeing to remain well off shore thereby reducing the period during which the ship will be at risk.
Such action should not affect the ship’s berthing priority. Charterparty agreements should recognize that
ships may need to deviate away from areas where attacks occur and that ships may need to delay arrival
at such ports, either when no berth is available for the ship, or offshore loading or unloading will be
delayed for a protracted period.

21 Coastal States situated in areas affected by piracy and armed robbery

A in order to be able to respond, as quickly as possible, to any report from ships on piracy
and armed robbery attacks, every piracy or armed robbery threat area should be
adequately covered by Coast Earth Stations which are continuously operational, and
which preferably are situated in the littoral State responsible for the area or in
neighbouring States;
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2 neighbouring countries having common borders in areas which can be characterized as
piracy and armed robbery threat areas, should establish co-operation agreements with
respect to preventing and suppressing piracy and armed robbery. Such agreements should
include the co-ordination of patrol activities in such areas. An example of such an
agreement is attached as appendix 5 to this circular;

3 on further development of regiona co-operation, a regiona agreement to facilitate
co-ordinated response at the tactical aswell as the operational level should be concluded
between the countries concerned:

3.1  such an agreement should specify how information would be disseminated;
establish joint command and control procedures (a regional incident command
system); ensure efficient communications; set policies for joint operations and
entry and pursuit; establish the links between entities involved in al maritime
security matters; establish joint specialized training of and the exchange of views
between investigators, and establish joint exercises between tactical and
operational entities; and

3.2 that existing agreements, bilateral or regional, be reviewed, if necessary, to alow
for the extension of entry and pursuit into the territorial sea of the State(s) with
which the agreement has been made and practical operational procedures which
will ensure the granting of permission to extend pursuit into another jurisdiction
being received by the pursuing vessel at very short notice;

A4 every country isrecommended to ensure that each national RCC, which may be contacted
by RCCsfrom other countries, is capable at al times of communicating in English. Thus,
at least one person with a satisfactory knowledge of the English language - both written
and spoken - should always be on duty;

5 in order to minimize co-ordination problems and possible delays in cases when
distress/safety messages related to a specific areaare received by Coast Earth Stations and
RCCsin other countries, it is recommended to arrange common meetings/seminars for
key personnel from both areas for the exchange of views and to establish suitable
procedures and actions in different types of situations. Consideration should also be
given to arranging common exercisesto verify that procedures and actions are effective;

.6 if an attack is reported in an area covered by NAVTEX transmissions, a piracy/armed
robbery attack warning with category "Important” or "Vital", as appropriate, should be
transmitted whenever such warnings can be transmitted sufficiently early to enable ships
to take precautions appropriate to preventing attacks. If an attack is reported in an area
which isnot covered by NAVTEX transmissions, a piracy/armed robbery attack warning
should be transmitted as an EGC SafetyNET message through the INMARSAT system.
In this respect, relevant authorities are recommended to make arrangements with one or
more Coast Earth Station(s) covering relevant areas, so asto be registered as "information
providers' (Ref. to MSC/Circ.805); and
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7 those countries that have established, or which plan to establish, radar surveillance and/or
VHF DF (direction finding) systems, are recommended to investigate the potential
suitability of such facilities for anti-piracy/armed robbery purposes. If such facilities are
judged to be suitable for such purposes, the facilities and procedures necessary for their
rapid and efficient use should be established.

22 It is important that any response to an incident is well planned and executed, and that those
involved should be as familiar as possible with a ship environment. Therefore those responsible for
responding to acts of piracy or armed robbery of ships, whether at sea or in port, should be trained in the
general layout and features of the types of ship most likely to be encountered. Shipowners should be
encouraged to co-operate with the security forces by providing access to their ships for the necessary
familiarization.

23 The coastal States should consider the use of suitably equipped helicopters and other suitable
means in countering acts of piracy and armed robbery. Security forces should consider the use of modern
night vision equipment and other applicable modern technology.

24 A local rule of the road amendment allowing ships under attack to flash or occult their “not under
command" lights should be authorized in areas where pirate/armed robbery attacks are more common.

25 The States with adjacent coastal waters affected by pirates and armed robbers should develop or
maintain co-ordinated patrols by both ships and aircraft.

26 Security forces and Governments should maintain close liaison with their counterparts in the
neighbouring States to facilitate the apprehension and prosecution of criminalsinvolved in such unlawful
acts. Some countries have already awell established co-ordination which is also used for preventing and
suppressing piracy and armed robbery.

27 RCC personnel should be instructed on the most efficient means of communicating reports on
piracy and armed robbery, which they receive. Depending on the circumstances, this may require
forwarding the reports to another RCC or coast radio station, notifying Security forces or patrol craft in
the area and taking steps to have a broadcast warning issued or other suitable action taken.
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APPENDIX 1
STATISTICS, FLOW DIAGRAMSAND OTHER RELEVANT INFORMATION
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Status of ships during ACTUAL attacks, January to June 2004
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Status of ships during ATTEMPTED attacks, January to June 2004
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Ports and anchorages more prone to attacks: No of incidents Jan —Jun,- 2002- 04

Location Country Jan — June 2002 I Jan- June 2003 | Jan - June 2004‘]
Jakarta-Te. Prio Indonesia -
aliknanan [ndonesia
Lagos Nigeria 2 |
Chennai. Indi 4 5 o
Tema Ghana 5 ‘
Dumai 3
Chittagone Bangladesh -
Dakar Senegal 5 i I
Abidian Ivorv Coast 3 2 3
Belawan Indonesia S | o
Warri 2 Nigenria
Sandakan Malavsia 3
Douala Cameroon 4 M
_Belem Brazil 2
Freetown Sierra Leone 2
Gunta Venezuela 2
Mamonal Colombia 2
Monrovia_ Libena
Nouadhibou Mauritania
Port au Prince Haiti 2|
Samarinda Indonesia —
Bunaventura Colombia 3]
Pulau Laut Indonesia 3] 1)
Guavaauil Ecuador .
Cochin India 6
Rio Haina Dominican Renublic * S
Manila Philinpines 4
Dar Es Salaam Tanzania 2 3
T Vietnam 3
nngson Jamaica k]
Georgetown GuvM 4 2
Mongla_ aneglades! 3 2
Vune Tau Vietnam S 2
Bontan Indonesia 4
India k]

soL g




ACTUAL and ATTEMPTED attacks by locations, January to June 2004
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Locations of ACTUAL and ATTEMPTED attacks. January to June. 1992-2004

) 1996 | 1997 | 1998 | 1999 | 2000 | 2001 | 2002 | 2003 l 2004 I
o ‘ ] 1] 1 1 [ !
Indonesia 46 2 9 201 2 24 21 36 51 44 '
Malacca Straits 7 4 3 3 1 4] 4
Malaysia 1 2 2 4 1 4 7 7 I~ 5 5
Myanmar (Burma) i 1 i 1 !
Philippines 3 3 16 23 12 13 2 | 4 3 8 3
Singapore Straits 1 1 i 13 2 3 7
Thailand i 10 3 2 4 4 4 2 3
| 2 2 10 6 2 | 2 2 ] 2
| [] 5 | ! 2 !
{ Hong Kong/Liezon'Hamand HLHY Area .18 7 7 3 ]
Panua Hew{j:uﬂﬁ 1 1 |
£ Satamas [slands |
Snuath China Sea | 1 30 4 2 1 1 2 2 2 7
Taiwian ’ 2 1
1 3 2 2 2 3 5 6 3
1 ! 2 2 6 2 18 15 11 23 9
1 3 8 9 14 13 18 8
[ i 1 5 4 2 2 i 2
' 1 3 7 9 10 6 5 5 1 2 3 3
Caribbean Seas i !
Colombi 1 2 4 2 5 3
Cuba 3
Dominican Republi 2 1 2 3 5 !
Ecuador . 2 2 6 2 5 4 6 1 1
Guyana 1] 6 2
Haiti 1 2
Honduras 1
Jamaica 1 2 1 | 4 2
' Martinique 1
! Mexico F] 1
Panama B 2
Pacific Ocean . 1
Peru 2 1 2 1 | 5 2
1
1
1 1
I L 1 ! 1
L | 1 3 1 i 5
1]z |
2 1 1 3 2
Cameroon 2 1 1 2 4 [} 2
Congo Republic 1 1
Egypt 1 2 1 2
- Gabon 2 1 3
Ghana L 1 3 2 2 5
Guinea | 2 1 3 1 2 2 1
Guinea Bissau - - 2
. Ivory Coast 2 2 3 2 2 3 2 3
Kenva 6 1 | 1
Liberia . 1 2
Mad: 1 1 2 1
Mauritania 2
V7 1 " 1 1
Morocco - 1 1 1
Nigeria 2 | S | 7 5 6 8 18
Senegal 1 5 1 | | 1 5 :
Sierra Leone 1 2
Somalia/Diibouti 1 13 | 4 [ 7 4 4 4 3 !
> T: i 2 I 1 1 2 2 2 1 3 2 4
Togo 1 1
Red Sea / Gulf Of Aden 7 9 14 4
Yemen 1 3 3
Zaire 1
_ 2
Arabian Sea 2
Bulgaria 1 |
Denmark ]
France / Netherlands | ]
Georgia 1
Greece/ltaly 1 3
Iran 4 A 2
) Iraq 1 N
Portugal
Oman
Russia
| Turkey
| Locations not available
‘ k Sub total for six th 79)] 76)] 48] 97| wm3| nm7| w01] 115] a61] 165] 171 234| 182]
Totalatyear end | 106]- 103] 90] 188 224 247 202 300] 469| 335] 370 ad5] |




Table 3. Southeast Asia Piracy Attacks for First Half of 2003 and 2004

2003 2004
Cambodia 0 0
Indonesia 64 50
Malacca Strait 15 20
Malaysia 5 5
Myanmar 0 1
Philippines 9 3
Singapore Strait 0 7
Thailand 0 3
South China Sea 0 7
Vietnam 0 3
Total 93 99

Source: ICC-International Maritime Bureau, Piracy and Armed Robbery Against Ships

Annual Report 2003; Piracy and Armed Robbery Report 1 January 2004-30 June 2004.




TABLES

Table 1. Southeast Asia Reported Piracy Attacks by Location 1991-2003

1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003

Cambodia ] ] 1 1 ] l | 0 0 ] 0 1] 0
Indonesia 55 49 10 22 33 57 47 60 115 119 9] 103 121
Malacca 32 7 ] 3 2 3 0 1 2 75 17 3] 28
Strait

Malaysia 1 2 0 4 5 5 4 10 18 21 19 14 3
Myanmar 0 0 ] ] 0 l 7l 0 1 5 3 0 1
Philippines 0 5 0 5 24 39 16 15 6 9 8 10 12
Singapore 0 0 i} 3 2 2 5 1 14 3 7 3 2
Strait

Thailand 0 0 0 0 4 16 17 2 5 8 8 5 2
South China 14 fi 31 6 3 f 5 3 9 4 | 2
Sea

Vietnam 0 0 0 2 4 0 4 0 2 ¥ B 12 15
Total 102 69 47 46 73 126 102 94 166 257 165 165 187

Source: 1991 data from Jayant Abhyankar, “Piracy as a Growing Menace”; 1992-2003 data from
ICC-International Maritime Bureau, Piracy and Armed Robbery Against Ships Annual Report 2003,
p-5. t

Table 2. Waorldwide Reported Piracy Attacks by Region 1991-2003
1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003

Southeast 102 (] 47 46 78 126 102 04 166 257 165 165 187
Asia®

Far East 0 1 38 24 40 15 9 5 1 5 3 3 J
Indian- 0 5 3 3 16 24 a7 22 45 05 53 53 87
Subcontinent

Africa ] 0 7 5 20 25 46 41 55 T i 78 93
Americas 0 0 6 11 21 32 37 33 28 39 21 63 72
Rest of World 0 0 0 0 12 6 17 4 5 7 4 5 4
Location 5 31 2 { l 0 0 1 0 0 I 1] il
Unawvailable

Total 107 106 103 494 188 228 248 202 360 469 335 370 445
Southeast as

% of total 95% 65% 46% 51% 41% 55% 41% 47% 55%  55% 49%  45%  42%

Source: 1991 data from Jayant Abhyankar, “Piracy as a Growing Menace”; 1992-2003 data from
[CC-International Maritime Bureau, Piracy and Armed Robbery Against Ships Annual Report 2003,
p. 3. *In the IMB reports Vietnam and South China Sea incidents are included in the Far East rather
than Southeast Asia data; however, in this table the statistics have been readjusted to include those
attacks in Southeast Asia.




ICC International Maritime Bureau Piracy and Armed Robbery against Ships 2003

Chart A: The following 9 locations shared three quarter of the total reported
Incidents, i.e. 331 from a total of 445 reported attacks in 2003
Numbers in (brackets) are for 2002
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Ref. T1/13.01 MSC/Circ.623/Rev.3

29 May 2002

PIRACY AND ARMED ROBBERY AGAINST SHIPS

Guidanceto shipownersand ship operators, shipmastersand crewson
preventing and suppressing acts of piracy and armed robbery againgt ships

1 The Maritime Safety Committee, at its seventy-fifth sesson (15 to 24 May 2002), approved a
revised MSC/Circ.623/Rev.2 (Guidance to shipowners and ship operators, shipmasters and crews for
preventing and suppressing acts of piracy and armed robbery againgt ships) as given at annex.

2 Therevisonwas carried out on the basis of the outcome of COM SAR 6 to make RCCsand others
concerned aware of the dangersin derting pirates/terroriststhat adistressdert or other communication has
been transmitted by the affected ship following a piracy/terrorist dert.

3 Member Governments and organizationsin consultative status with IM O arerecommended to bring
thiscircular to the attention of shipowners, ship operators, shipping companies, shipmastersand crews and
all other parties concerned.

4 This circular revokes M SC/Circ.623/Rev.2.
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ANNEX

GUIDANCE TO SHIPOWNERSAND SHIP OPERATORS, SHIPMASTERS AND
CREWSON PREVENTING AND SUPPRESSING ACTS OF PIRACY* AND
ARMED ROBBERY AGAINST SHIPS

I ntroduction

1 Thiscircular amsat bringing to the attention of shipowners, mastersand crewsthe precautionsto be
taken to reduce the risks of piracy on the high seas and armed robbery againgt ships at anchor, off portsor
when underway through acoastal State'sterritorial waters. 1t outlines stepsthat should be taken to reduce
therisk of such attacks, possible responsesto them and the vital need to report attacks, both successful and
unsuccesstul, to the authorities of the relevant coastal State and to the ships own maritime Adminigration.
Such reports are to be made as soon as possible, to enable necessary action to be taken.

2 These recommendations have been culled from anumber of sources. Where conflicting advice has
been apparent, the reason for choosing the recommended course has been stated.

The pirates/robber s objective

3 In addition to hijacking of ships, and the theft of cargo, the main targets of the South East Asan
attacker appear to be cash in the ship's safe, crew possessions and any other portable ship's equipment,
even including coils of rope. In South America some piracy and armed robbery attacks are drug related.
When there has been evidence of tampering with containers, it has been suggested that the raiders may
initidly have gained access when the ship was berthed in port and then gone over the Sde, with what they
could carry. Thorough checking of ships compartments and securing before leaving ports is therefore
recommended.

Reducing the temptation for piracy and armed robbery
Cash in the ship's safe
4 The belief that large sums of cash are carried in the master's safe attracts attackers. On severd

occasons this belief has been judtified and subgtantid sums have been stolen. While carrying cash may
sometimes be necessary to meet operationa needs and crew requirements and to overcome exchange

* The following definition of piracy is contained in article 101 of the 1982 United Nations Convention on the Law of the
Sea (UNCLOS):

“Piracy consists of any of the following acts:

(@) anyillegal actsof violence or detention, or any act of depredation, committed for private ends by the
crew or the passengers of aprivate ship or a private aircraft, and directed:
(i) on the high seas, against another ship or aircraft, or against persons or property on board such

ship or aircraft;

(i) against aship, aircraft, persons or property in aplace outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of facts
making it apirate ship or aircraft;

(c) any actinciting or of intentionally facilitating an act described in sub-paragraph (a) or (b).”
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control restrictions in some States, it acts as a magnet for attackers and they will intimidate the master or
crew membersuntil the locations have been revedled. Shipowners should consider ways of eiminating the
need to carry large sums of cash on board ship. When this need arises because of exchange control
redrictions imposed by States, the matter should be referred to the ship's maritime Adminigtration to
congder if representations should be made to encourage amoreflexible gpproach as part of theinternationd
response to eliminate attacks by pirates and armed robbers.

Discretion by masters and member s of the crew

5 Maders should bear in mind the posshility that atackers are monitoring ship-to-shore
communications and using intercepted information to sdect ther targets. Caution should, therefore, be
exercised when transmitting information on cargo or valuables on board by radio in areas where attacks
occur.

6 Members of the crew going ashore in portsin affected areas should be advised not to discussthe
voyage or cargo particulars with persons unconnected with the ship’s business.

Smaller crews

7 The smdler crew numbers now found on board ships aso favour the attacker. A smdl crew
engaged in ensuring the safe navigation of their ship through congested or confined waters will have the
additiona oneroustask of maintaining high levelsof security surveillancefor prolonged periods. Shipowners
will wish to congder enhancing security watches if their ship isin waters or a anchor off ports, where
attacksoccur. Shipownerswill wish to consder providing appropriate surveillance and detection equipment
to aid their crews and protect their ships.

Recommended practices

8 The recommended practices outlined below are based on reports of incidents, advice published by
commercid organizations and measures developed to enhance ship security.  The extent to which the
recommendations are followed or gpplied are matters solely for the owners or master of shipsoperating in
areas Where attacks occur.  The shipping industry would also benefit from consuting other exiging
recommendations* .

9 The recommended actions are defined as phases related to any voyage in a piracy and armed
robbery threet area. The phases define the main stages in dl Stuations of non-piracy/armed robbery,
attempted piracy/armed robbery and confirmed piracy/armed robbery. Depending on the devel opment of
any one gtuaion, they may or may not materidize.

* For example, United Kingdom Marine Guidance Note 75, BIMCO publication "The Ship Master's Security
Manual" (July 1998), ICS/ISF Pirates and Armed Robbers- A Master’ s Guide (Third Edition 1999), IMB Special
Report on Piracy and Armed Robbery (March 1998)
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The pre-piracy/armed robbery phase- Ship security plan

10 All ships expected to operate in waters where attacks occur should have a ship security plart*
which pertainsto piracy and armed robbery againgt ships. The ship security plan should be prepared having
regard to therisksthat may befaced, the crew membersavailable, their capability and training, the ability to
establish secure areas on board ship and the survelllance and detection equipment that has been provided.
The plan should, inter alia, cover:

A the need for enhanced survelllance and the use of lighting, surveillance and detection
equipment;

2 crew responsss, if apotentid attack is detected or an attack is underway;
3 the radio darm procedures to be followed; and
4 the reports to be made after an attack or an attempted attack.

Ship security plans should ensure that masters and crews are made fully aware of therisksinvolved during
attacks by piratesor armed robbers. In particular, they should addressthe dangersthat may ariseif acrew
adopts an aggressive response to an attack. Early detection of a possible attack is the most effective
deterrent. Aggressive responses, once an attack is underway and, in particular, once the attackers have
boarded the ship, could significantly increase the risk to the ship and those on board.

11 In accordance with the ship security plan, al doors dlowing access to the bridge, engine room,
steering gear compartments, officers cabinsand crew accommodation should be secured and controlled in
affected areas and should be regularly ingpected. The intention should be to establish secure areas which
attackers will find difficult to penetrate.

12 It isimportant that any response to an incident is well planned and executed, and those involved
should be as familiar as possble with a ship environment. Therefore those respongble within the security
forcesfor responding to acts of piracy and armed robbery against ships, whether at seaor in port, should be
trained inthe generd layout and features of the typesof shipsmost likely to be encountered and shipowners
should co-operate with the security forcesin providing accessto their shipsto alow the necessary on board
familiarization.

Routing and delaying anchoring

13 If a dl possible, ships should be routed away from areas where attacks are known to have taken
place and, in particular, seek to avoid bottle-necks. If ships are approaching ports where attacks have
taken place on ships at anchor, rather than ships underway, and it isknown that the ship will have to anchor
off port for some time, consderation should be given to delaying anchoring by dow steaming or longer
routing to remain wdl off shore thereby reducing the period during which the ship will be at risk. Contact
with port authorities should ensure that berthing prioritiesare not affected. Charter party agreements should

*x Possible guidance can be found in MSC/Circ.443
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recognizethat shipsmay need to delay arriva at portswhere attacks occur either when no berth isavailable
for the ship or offshore loading or unloading will be delayed for a protracted period.

Practice theimplementation of the ship security plan

14 Prior to entering an area, where attacks have occurred, the ship's crew should have practised and
perfected the procedures set down in the ship security plan. Alarm signas and procedures should have
been thoroughly practised. If ingtructionsareto be given over the ship'saddress systems or persond radios,
they must be clearly understood by those who may not have fully mastered the language in which the
ingructionswill be given.

15 It cannot be emphasized enough that al possible access points to the ship and any key and secure
areas on it must be secured or controlled in port, a anchor and when underway in affected areas. Crews
should be trained in the use of any additiona surveillance or detection equipment ingtaled on the ship.
Panning and training must be on the basisthat an attack will take place and not in the belief that with some
luck it will not happen. Indications to attackers that the ship has an dert and trained crew implementing a
ship security plan will help to deter them from attacking the ship.

Precautions at anchor or in port

16 In areas where attacks occur it is important to limit, record and control those who are alowed
access to a ship when in port or a anchor. Photographing those who board the ship can be a useful
deterrent or assist the identification of attackers who may have had accessto the ship prior to their attack.
Film need only be developed in the event of a subsequent attack. Given that attackers may use knowledge
of cargo manifests to salect their targets, every effort should be madeto limit the circulation of documents
which give information on the cargoes on board or their location on the ship.

17 Prior to leaving port the ship should be thoroughly searched and al doors or access points secured
or controlled. Thisis particularly important in the case of the bridge, engine room, steering space and other
vulnerableareas. Doorsand access points should beregularly checked theresfter. Themeansof controlling
doorsor access pointswhich would need to be used in the event of an onboard emergency will need careful
consderation. Ship or crew safety should not be compromised.

18 Security guardsemployed in port or a anchorage on different shipsshould bein communication with
each other and the port authorities during their watch. Theresponsbility for vetting such guardslieswith the
security personnel companies, which themsalves should be vetted by the appropriate authorities.

Watchkeeping and vigilance

19 Maintaining vigilance is essentia.  All too often the first indication of an attack has been when the
attackers gppear on the bridge or in the master's cabin. Advance warning of apossible attack will givethe
opportunity to sound alarms, dert other ships and the coadta authorities, illuminate the suspect craft,
undertake evasive manoeuvring or initiate other response procedures. Signsthat theshipisawareitisbeing
approached can deter attackers.
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20 When shipsarein, or approaching areas where attacks take place, bridge watches and |ook-outs
should be augmented. Additiona watches on the stern or covering radar "blind spots' should be
consdered. Companies should consider investing in low-light binoculars for bridge staff and look-outs.
Radar should be congtantly manned but it may be difficult to detect low profile fast moving craft on ship's
radars. A yacht radar mounted on the stern may provide additional radar cover cagpable of detecting small
craft gpproaching from astern when the ship isunderway. Use of an gppropriately positioned yacht radar
when the ship is at anchor may aso provide warning of the close gpproach of small creft.

21 It is particularly important to maintain aradar and visua waich for craft which may be trailing the
ship when underway but which could closein quickly when mounting an attack. Smdl craft which gppear to
be matching the speed of the ship on aparalle or following course should aways be trested with suspicion.
When asuspect craft has been noticed, it isimportant that an effective al-round watch is maintained for fear
thefirgt craft isadecoy with theintention to board the ship from asecond craft while attention isfocused on
the fird.

22 Companies owning ships that frequently vist areas where attacks occur should consider the
purchase and use of more sophisticated visua and eectronic devices in order to augment both radar and
visud watch capability againgt attackers craft a night, thereby improving the prospects of obtaining an early
warning of apossible attack. In particular, the provison of night vison devices, small radarsto cover the
blind stern arcs, closed circuit televison and physica devices, such asbarbed wire, may be consdered. In
certain circumstances non-letha wegpons may aso be appropriate.  Infrared detection and aderting

equipment may aso be utilized.

Communications procedures

23 The master should ensurethat an authori zed person responsible for communicationsison duty at all
time when the ship isin, or approaching, areas where attacks occur.

24 Prior to entering areas where attacks have occurred and where the GMDSS ingtallation on board
does not have facility for automaticaly updating the “ship pogtion” data from an associated electronic
navigation aid, it isstrongly recommended to enter the ship'sposition & regular intervasinto the appropriate
communicationsequipment manudly. Itisrecommended that ownersinitiatethe GMDSSINMARSAT "C"

aarm programme before entering affected areas for use when appropriate (M SC/Circ.805).

Radio watchkeeping and responses

25 A congtant radio watch should be maintained with the appropriate shore or nava authoritieswhenin
areaswhere attacks have occurred. Continuous watch should also be maintained on dl distressand safety
frequencies, particularly VHF Channd 16 and 2,182 kHz, aswell asin any other channels or frequencies
which could have been determined by locd authorities for certain areas.  Ships should dso ensure dl
maritime safety information broadcadts for the area monitored. Asit is anticipated that INMARSAT's
enhanced group cdling system (EGC) will normaly be used for such broadcasts using the SafetyNET
sarvice, owners should ensure a suitably configured EGC receiver is continuoudy available when in, or
approaching areaswherethereisrisk of attack. Ownersshould aso consder fitting adedicated recelver for
this purpose, i.e. one that is not incorporated into a Ship Earth Station used for commercia purposes to
ensure no urgent broadcasts are missed.
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26 The Internationd Maritime Organization (IMO) recommendsin MSC/Circ.597, issued in August
1992, that reports concerning attacks by pirates or armed robbers should be made to the relevant Rescue
Co-ordination Centre (RCC) for the area. MSC/Circ.597 aso recommends that Governments should
arrange for the RCCsto be able to pass reports of attacks to the appropriate security forces.

27 If sugpicious movements areidentified which may result in animminent atack, the shipisadvised to
contact the relevant RCC or with the radio stations which could have been recommended by loca
authoritiesfor certain areas. Where the master believesthese movements could congtitute adirect danger to
navigation, congderation should be given to broadcasting an “All gations (CQ)” “danger message”’ asa
warning to other shipsinthevicinity aswel asadvising the gppropriate RCC. A danger message should be
transmitted in plain language on aVVHF working frequency following an announcement on VHF Channd 70
using the “safety” priority. All such measures shdl be preceded by the safety signd (Sécurité).

28 When, in higher opinion, there is conclusive evidence that the safety of the ship isthreatened, the
meadter should immediately contact the rlevant RCC or, in certain areas, with theradio stationswhich could
have been recommended by loca authorities, and if considered gppropriate, authorize broadcast of an“All
Stations’ “Urgent Message” on VHF Channd 16, 2,182 kHz or any other radiocommunications service
he/she considers appropriate or which could have been recommended by loca authorities; eg.
INMARSAT, etc. All such messages shall be preceded by the appropriate Urgency signa (PAN PAN)
and/or aDSC cdl on VHF Channd 70 and/or 2,187.5 kHz using the “dl shipsurgency” category. If the
Urgency signa has been used and an attack does not, in fact, devel op, the ship should cancel the message
as soon as it knows that action is no longer necessary. This message of cancdllation should likewise be
addressed to “dl stations’

29 Should an attack occur and, in the opinion of the master, the ship or crew arein grave and imminent
danger requiring immediate assstance, he/she should immediatdly authorize the broadcasting of a distress
message, preceded by the appropriate distress derts (MAYDAY, DSC, etc.), usng al avaldble
radiocommunications sysems. To minimize delays, if usng a ship earth sation, ships should ensure the
coast earth station associated with the RCC is used.

30 The ship may be able to send a covert pirecy/terrorist aert to an RCC. However, as
pirates'terrorists may be on board the ship and within audible range of the communi cation equipment, when
the RCC sends an acknowledgement of receipt and attempts to establish communication, they could be
derted to the fact that a piracy/terrorist dert has been transmitted. This knowledge may serve to further
endanger the lives of the crew on board the ship. RCCs and others should, therefore, be aware of the
danger of unwillingly derting the pirates/terrorigts that a distress dert or other communication has been
transmitted by the ship.

31 Masters should bear in mind that the distress signd is provided for use only in case of imminent
danger and itsusefor less urgent purposes might result in insufficient attention being paid to callsfrom ships
redly in need of immediate assstance. Care and discretion must be employed in its use, to prevent its
devduation in the future. Where the tranamisson of the Digtress Sgnd is not fully judtified, use should be
made of the Urgency sgnd. The Urgency signd has priority over al communications other than distress.
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Standard ships message formats

32 The standard ships message formats given in gppendix 2 should be used for dl piracy/armed
robbery initia and follow-up alert reports.

Lighting

33 Ships should use the maximum lighting available condstent with safe navigation, having regard in
particular to the provisons of Rule 20(b) of the 1972 Collison Regulations. Bow and oversidelightsshould
be left on if it can be done without endangering navigation. Ships must not keep on deck lights when
underway, asit may lead other shipsto assumetheshipisa anchor. Wide beam floods could illuminate the
areaagtern of theship. Signd projector lights can be used systematically to probefor suspect craft usng the
radar guidance if possible. So far asis practicable crew members on duty outside the ship's secure areas
whenin port or a anchor should avail themsalves of shadow and avoid being slhouetted by deck lights as
this may make them targets for seizure by approaching attackers.

34 It has been suggested that ships should travel blacked out except for mandatory navigeation lights.
Thismay prevent attackers establishing points of referencewhen gpproaching aship. Inaddition, turning on
the ship'slights asattackers gpproach could dert them that they have been seen, dazzle them and encourage
themtodesd. Itisdifficult, however, to maintain full blackout on amerchant ship. The effectivenessof this
approach will ultimately depend in part on theleve of moonlight, but primarily on the vigilance of the ship's
crew. While suddenly turning on the ship'slight may aarm or dazzle attackers, it could aso placethe crew
at adisadvantage a a crucid point through temporary loss of their night vison. On baance, thisapproach
cannot be recommended.

Secure areas

35 In accordance with the ship security plan, al doors dlowing access to the bridge, engine room,
Steering gear compartments, officers cabins and crew accommodation should be secured and controlled at
al times and should be regularly inspected. The intention should be to establish secure areas which

attackers will find difficult to penetrate. Congderation should be given to the ingtalation of specid access
control systemstothe ship'ssecureareas. Ports, scuttles and windowswhich could provide accessto such
secure areas should be securely closed and should have laminated glass, if possible. Deadlights should be
shut and clipped tightly. The internd doors within secure areas which give immediate access to key areas
such asthe bridge, radio room, engine room and master's cabin, should be strengthened and have specia

access control systems and automeatic darms.

36 Securing doors providing accessto, and egressfrom, secure or key areasmay giveriseto concern
over ssfety inthe event of an accident. Inany Stuation wherethereisaconflict between safety and security,
the safety requirements should be paramount. Nevertheless, attempts should be made to incorporate
gppropriate safety provisons while alowing accesses and exits to be secured or controlled.

37 Ownersmay wish to consider providing closed-circuit teevison (CCTV) coverageand recording of

the main access pointsto the ship's secure areas, the corridors gpproaching the entrancesto key areasand
the bridge.
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38 To prevent saizure of individua crew members by attackers - seizure and thregtening a crew

member is one of the more common means of attackers gaining control over aship- dl crew members not
engaged on essentia outside duties should remain within asecure areaduring the hours of darkness. Those
whose duties necessarily involve working outsde such areas a night should reman in congant
communication with the bridge and should have practised using dternative routesto return to asecure area
inthe event of an attack. Crew memberswho fear they may not be ableto return to asecure areaduring an

attack, should sdlect places in advance in which they can take temporary refuge.

39 There should be designated muster areas within the ship's secure areas where the crew can muster
during an attack and communicate their location and numbers to the bridge.

Alarms

40 Alarm sgnds, including the ship'swhistle, should be sounded on the gpproach of attackers. Alarms
and dgns of response can discourage atackers. Alarm dgnas or announcements which provide an
indication at the point at which the attacker may board, or have boarded, may help crew membersin
exposed locations sdlect the most appropriate route to return to a secure area.

Use of distress flares

41 Theonly flaresauthorized for carriage on board ship areintended for useif theshipisindistressand
isin need of immediate asssance. As with the unwarranted use of the Distress sgnal on the radio (see
paragraph 24 above), use of disressflares smply to dert shipping rather than to indicate that the shipisin
grave andimminent danger may reducether effect in the stuationsin which they areintended to be used and
responded to. Radio transmissions should be used to dert shipping of therisk of attacksrather than distress
flares. Digtressflares should only be used when the master considersthat the attackers actionsare puiting
higher ship in imminent danger.

Evasive manoeuvring and use of hoses

42 Provided that navigationd safety dlows, masters should consider "riding off" attackers craft by
heavy whed movements as they approach. The effect of the bow wave and wash may deter would-be
attackers and make it difficult for them to attach poles or grappling ironsto the ship. Manoeuvres of this
kind should not be used in confined or congested waters or close inshore or by ships constrained by their
draught in the confined deep water routes found, for example, in the Maacca and Singapore Straits.

43 The use of water hoses should aso be considered though they may be difficult to train if evasve
manoeuvring is aso taking place. Water pressures of 80 Ib per square inch and above have deterred and
repulsed attackers. Not only does the attacker have to fight againgt the jet of water but the flow may
swamp hig’her boat and damage engines and dectrica systems. Specid fittingsfor training hoses could be
consdered which would aso provide protection for the hose operator. A number of sparefire hoses could
be rigged and tied down to be pressurized at short notice if a potential attack is detected.

44 Employing evasve manoeuvres and hoses must rest on a determination to successfully deter
attackers or to delay their boarding to alow dl crew members to gain the sanctuary of secure aress.
Continued heavy whed movements with attackers on board may lessen their confidence that they will be
abletoreturn safely to thelr craft and may persuade them to disembark quickly. However, responses of this
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kind could lead to reprisa s by the attackersif they seize crew membersand should not be engaged inunless
the magter is convinced he can use them to advantage and without risk to those on board. They should not
be used if the attackers have dready seized crew members.

Firearms

45 The carrying and use of fireearms for persond protection or protection of a ship is strongly
discouraged.

46 Carriage of arms on board ship may encourage attackers to carry firearmsthereby escaating an
aready dangerous Situation, and any firearms on board may themsalves become an dtractive target for an
attacker. Theuse of firearms requires specid training and gptitudes and the risk of accidentswith firearms
carried on board shipisgreat. In somejurisdictions, killing anationd may have unforeseen consegquences
even for aperson who believes he has acted in sdf defence.

The phases of suspected or attempted piracy/armed robbery attack
Suspected piracy/armed robbery vessel detected

47 Ealy detection of suspected attacks must be the first line of defence. If the vigilance and
survelllance has been successful, a pirate/armed robbery vessdl will be detected early. Thisisthe stage at
which the security forces of the nearest littora or coastd State must beinformed through the RCC, using the
ships message format contained in appendix 2. The ship's crew should be warned and, if not aready in
their defensve positions, they should move to them. Evasive manoeuvres and hoses should be vigoroudy
employed as detailed in the preparation phase.

Being certain that piracy/armed robbery will be attempted

438 If not dready in touch with the security forces of thelittoral coastd State, efforts should be madeto
establish contact. Crew preparations should be completed and, where alocal rule of the road allows ships
under attack to do so, a combination of sound and light sgnas should be made to warn other shipsin the
vicinity that an attack is about to take place. Vigorous manoeuvring should be continued and maximum
gpeed should be sustained if navigation conditions permit.

Pirate/armed robbery vessd in proximity to, or in contact with, own ship

49 Vigorous use of hoses in the boarding area should be continued. It may be possible to cast off
grappling hooks and poles, provided the ship's crew are not put to unnecessary danger.

Pirates’armed robbers start to board ship

50 Timing during this phasewill be critical and as soon asit is gppreciated that aboarding isinevitable
all crew should be ordered to seek their secure positions.
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Pirates/armed robbers have succeeded in entering ship

51 Early detection of potential attacks must be thefirst line of defence, action to prevent the attackers
actudly boarding the second, but there will be incidents when attackers succeed in boarding aship. The
mgority of pirates and armed robbers are opportuni sts seeking an easy target and time may not be onthelr
sde, particularly if the crew are aware they are on board and areraisng thedarm. However, the attackers
may seek to compensate for the pressure of time they face by escalating their threats or the violence they

employ.
When attackers are on board the actions of the master and crew should be aimed at:
A securing the greatest leve of safety for those on board the ship;
2 seeking to ensure that the crew remain in control of the navigation of the ship; and
3 securing the earliest possible departure of the attackers from the ship.

52 The options avallable to the magter and crew will depend on the extent to which the attackers have
secured control of the ship, eg. by having gained access to the bridge or engine room, or by seizing crew
memberswho they can threaten, to forcethe master or crew to comply with their wishes. However, eveniif
the crew are dl safely within secure areas, the master will dways have to congder the risk to the ship the
attackers could cause outsde those aress, e.g. by using firebombs to start fires on a tanker or chemica
carier.

53 If themadter iscertainthat dl hisher crew arewithin secure areas and that the attackers cannot gain
access or by ther actions outside the secure areas they do not place the entire ship at imminent risk, then
he/she may consider undertaking evasive manoeuvres of the type referred to above to encourage the
attackers to return to their craft.

54 The posshility of a sortie by a well-organized crew has, in the past, successfully persuaded
attackersto leave aship but the use of thistactic isonly gppropriateif it can be undertaken a norisk tothe
crew. For an action likethisto be attempted the master must have clear knowledge of where the attackers
areontheship, that they arenot carrying firearms or other potentialy lethal wegpons and that the number of
crew involved sgnificantly outnumbers the attackers they will face. If a sortie party can use water hoses,
they stand an increased chance of success. Theintention should be to encourage the attackers back to their
craft. Crew membersshould not seek to come between the attackersand their craft nor should they seek to
capture attackers asto do so may increase the resistance the attackers offer which will, in turn, increasethe
risk faced by membersof the sortie party. Once outsdethe secure area, the sortie party should aways stay
together. Pursuit of an individud attacker by alone crew member may be attractive but if it resultsin the
crew member being isolated and saized by the attackers, the advantage turns to the attackers. Crew
members should operate together and remain in constant communication with the bridge and should be
recalled if their line of withdrawal to a secure areaiis threstened.
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55 If the crew do apprehend an attacker, he/she should be placed in secure confinement andwell cared
for. Arrangements should be made to transfer himvher to the custody of officers of the security forces of a
coadt State at the earliest possible opportunity. Any evidence relating to this activities should aso be
handed over to the authorities who take him/her into custody.

Thepirates/ar med robber sbegin to gain control and takeoneor moreof theship'screw intotheir
custody

56 If the attackers have gained control of the engine room or bridge, have seized crew membersor can
pose an imminent threet to the safety of a ship, the master or officer in charge should remain cadm and, if
possible, seek to negotiate with the attackers with the intention of maintaining the crew's control over the
navigation of the ship, the safereturn of any hostagesthey may hold and the early departure of the attackers
fromtheship. Therewill be many circumstances when compliance with the attackers demandswill bethe
only safe dternative and when resistance or obstruction of any kind could be both futile and dangerous.

57 Inthe event of attackersgaining temporary control of the ship, crew membersshould, if itissafeand
practicable, leave Close Circuit Televison (CCTV) records running.

58 As there have been occasions when entire crews have been locked up, consideration should be
givento secreting equipment within areasin which the crew could be detained to facilitate their early escape.

The pirates/armed robber s have stolen property/money, etc.

59 At this dage it is essentid that the pirates/armed robbers are assured that they have been given
everything they demand and a strong reassurance that nothing has been secreted may persuade the
pirates’armed robbersto leave.

The pirates/armed robbers start to dissmbark from the ship

60 If the crew are in their secure positions, it would be unwise of them to leave this security until it is
confirmed that the pirates/armed robbers have |&ft the ship.

The pirates/armed robber s have disembar ked from the ship

61 A pre-arranged sgnd on the ship's Sren will dert the crew to the"dl dear™.

Action after an attack and reporting incidents

62 Immediately after securing the safety of the ship and crew apost attack report (Follow-up report, as
shown in Ships message formatsin gppendix 2) should be madeto therelevant RCC and, through them, to
the security forces of the coastal State concerned. Aswell asinformation on theidentity and location of the
ship, any injuries to crew members or damage to the ship should be reported as should the directionin

which the attackers departed together with brief details of their numbers and, if possible, a description of
their craft. If the crew have apprehended an attacker, that should aso be reported in this report.
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63 If an attack hasresulted in thedeeth of, or seriousinjury to, any person on board the ship or serious
damageto the ship itself, an immediate report should aso be sent to the ship's maritime Adminidration. In
any event a report of an atack is vitd if follow-up action is to be taken by the ship's maritime
Adminidration.

64 Any CCTV or other recording of the incident should be secured. If practicable, areas that have
been damaged or rifled should be secured and remain untouched by crew members pending possible
forendc examination by the security forces of acoastal State. Crew memberswho cameinto contact with
the attackers should be asked to prepare an individua report on their experience noting, in particular, any
distinguishing featureswhich could hel p subsequent identification of theatackers. A full inventory, including
adescription of any persond possessions or equipment taken, with serid numberswhen known, should dso
be prepared.

65 As soon as possible after theincident, afuller report should be transmitted to the authorities of the
coastd State in whose waters the attack occurred or, if on the high seas, to the authorities of the nearest
coagtdl State. Due and serious consideration should be given to complying with any request made by the
competent authorities of the coastd State to dlow officers of the security forces to board the ship, take
gtatements from crew members and undertake forensic and other investigations. Copies of any CCTV

recordings, photographs, etc. should be provided if they are avallable.

66 Ships should take the necessary precautions, and implement the necessary procedures to ensure
rapid reporting of any case of attack or attempted attack to the authoritiesin the relevant coastal Statesto
enhance the possibility of security forces gpprehending the attackers.

67 Any report transmitted to a coastd State should aso be tranamitted to the ship's maritime
Adminigration at the earliest opportunity. A complete report of the incident, including details of any
follow-up action that was taken or difficulties that may have been experienced, should eventualy be
submitted to the ship's maritime Administration. The report received by maritime Administrations may be
used in any diplomatic gpproaches made by the flag State to the Government of the coastd Stateinwhich
the incident occurred. Thiswill aso provide the basis for the report to IMO.

68 The format required for reports to IMO through maritime Adminidrations or internaiond
organizations is attached at appendix 4. Indeed, at present thelack of adequate and accurate reporting of
attacks is directly affecting the ability to secure governmenta and internationd action. Reports may adso
contribute to future refining and updating any advice that might be issued to ships.

69 Reportsto the RCC, coastd State and the ship's maritime Administration should also be madeif an
attack has been unsuccessful.

70 Using RCCs, asrecommended by IMO in MSC/Circ.597, will eiminate communication difficulties.

IN\CIRC\MSC\623REV3.DOC



MSC/Circ.623/Rev.3
ANNEX

Page 13

On leaving piracy/ar med robbery threat areas

71 On leaving piracy/armed robbery threat areas, shipmasters should make certain that those spaces
that need to be unlocked for safety reasons are unlocked, unrig hoses and revert to normad

wetchkesping/lighting.

72 A summary of the piracy/armed robbery phases and how they may, or may not, developisgivenin
appendix 3.

IN\CIRC\MSC\623REV3.DOC



MSC/Circ.623/Rev.3

ANNEX
Page 14

APPENDIX 1

STATISTICS, FLOW DIAGRAMSAND OTHER RELEVANT INFORMATION

Flow diagram for attacksin coastal waters
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20 December 2000

DRAFT CODE OF PRACTICE FOR THE INVESTIGATION OF THE CRIMES
OF PIRACY AND ARMED ROBBERY AGAINST SHIPS

1 The Maitime Safety Committee, a its seventy-third sesson (MSC  73/21,
paragraph 14.26), approved the proposed Code of Practice for the Investigation of the Crimes of
Piracy and Armed Robbery Againg Ships, for circulation pending adoption by the twenty-second
session of the Assembly in November 2001.

2 Member Governments are invited to use the Code when aranging for investigations into
the crimes of piracy and armed robbery against ships to be conducted under their jurisdiction.

**k*
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DRAFT CODE OF PRACTICE FOR THE INVESTIGATION OF THE CRIMES
OF PIRACY AND ARMED ROBBERY AGAINST SHIPS

1 PURPOSE OF THISDOCUMENT

The purpose of this document is to provide IMO member dates with an aide-mémoire to
facilitate the investigation of the crimes of piracy and armed robbery againgt ships.

2 DEFINITIONS
For the purpose of this Code:

21  “Piracy” means unlawful acts as defined in Article 101 of the 1982 United Nations
Convention on the Law of the Sea (UNCLOS).

2.2 “Armed robbery againgt ships’ means any unlawful act of violence or detention or any
act of depredation, or threat thereof, other than an act of "piracy”, directed agangt a ship or
agang persons or property on board such a ship, within a State' s jurisdiction over such offences.

2.3  “Investigators’ means those people appointed by the rdlevant State(s) to intervene in an
act of piracy or a'med robbery againgt a ship, during and/or after the event.

3 PRIOR CONSIDERATIONS
L egidation

3.1 Staes are recommended to take such measures as may be necessary to establish their
juridiction over the offences of piracy and armed robbery againg ships, including adjustment of
ther legidaion, if necessxy, to enable those States to apprehend and prosecute persons
committing such offences.

*  The following definition of piracy is contained in article 101 of the 1982 United Nations Convention on the

Law of the Sea (UNCLOS):

“Piracy consistsof any of the following acts:

(@) any illegal acts of violence or detention, or any act of depredation, committed for private ends by the
crew or the passengers of aprivate ship or aprivate aircraft, and directed:
(i) onthe high seas, against another ship or aircraft, or against persons or property on board such ship

or aircraft;

(i) against aship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an arcraft with knowledge of facts
making it apirate ship or aircraft;

(c) any actinciting or of intentionally facilitating an act described in sub-paragraph (a) or (b).”
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3.2 Saes ae encouraged to ratify, adopt and implement the practicd applications of the
1982 United Nations Convention on the Law of the Sea the 1988 Convention for the
Suppresson of Unlawful Acts Againg the Safety of Navigation and the 1988 Protocol for the
Suppresson of Unlanvful Acts Againg the Safety of Fixed Plaiforms Located on the Continenta
Shef.

Action by coastal/port States
3.3 To encourage masters to report al incidents of piracy and armed robbery againgt ships,

coadta/port states should make every endeavour to ensure that these masters and their ships will
not be unduly delayed and that the ship will not be burdened with additiond codts related to such

reporting.
Coastal State agreements

34  Coadtd dates are encouraged, where appropriate, to enter into bilaterd or multilatera
agreements to facilitate the investigation of piracy and armed robbery againg ships.

4, TRAINING OF INVESTIGATORS

41 Traning of invedtigaors <should cover the primary purposes of an
inter vention/investigation:

A In any cases where persons on board have been abducted or have been held
hostage, the primary objective of any law enforcement operation or investigation
must be their safe release.  Their rescue must take precedence over all other
consider ations.

2 Arrest of offenders.

3 Securing of evidence, especidly if an examination by expertsis needed.

4 Dissemination of information which may help prevent other offences.

5 Recovery of property stolen.

.6 Co-operation with the authority responsble for deding with any paticular
incident.

4.2  Invedigators mugst be traned and experienced in conventiond investigative techniques,
and should be as familir as possble with a ship environment. Maitime knowledge will of
course be an advantage, and access to persons with knowledge on maritime procedures useful,
but it isinvedigative skillswhich are vitd.

43  Traners may wish to emphasse that offenders could ill be a the scene of crime when
investigators arrive on scene.

I'\CIRC\M SC\984.doc



MSC/Circ.984
ANNEX

Page 3

5 INVESTIGATIVE STRATEGY

51 It is essentid that those employed by security force agencies to investigate piracy or
amed robbery againgt ships have demondrated investigation skills and competencies, as well as
maritime knowledge/experience. Offenders are ultimady land-based, and it is likely thet it is on
land they will be most vulnerable to detection. Associates may be prepared to give information
againg them, for example, and it is there that they will be spending the proceeds of ther crime.

It is dso probable that offenders will be involved in other offences such as carrying of illegd
immigrants, and useful intdligence may be logt if invedtigators are too compatmentdised in
their approach.

5.2  Conventiond detective methods offer the best chance to identify and apprehend pirates
and perpetrators of armed robbery.

5.3 It may be agppropriate to link anti-piracy measures to anti-smuggling patrols or efforts to
prevent drug smuggling or unlavful drug trafficking, so minimisng duplication of effort and
leading to saving of resources. Wherever possible, inter-agency gpproach to investigation should
be adopted.

Overall management/other liaison/co-oper ation

54 It is important to identify the person and/or organisation in charge of an investigation
Confuson or dday in the early sages will, a best, result in ddayed investigaive opportunities
and loss of evidence. At worg, it may increase the danger to any crewmen held captive by the
offenders, possibly resulting in avoidable loss of life or injury.

55  Recognition should be given to the different nationa interests that may be involved in
each case including: the flag state of the ship; country in whose territoria waters the attack took
place; country of suspected origin of the perpetrators, country of naiondity of persons on board;
country of ownership of cargo; and country where the crime is committed. In cases of piracy and
amed robbery againg ships outside territoria waters, the flag State of the ship should take lead
respongbility and in other cases of armed robbery the lead should be taken by the State in whose
territorial waters the attack took place. In dl cases it should be recognised that other States will
have legitimate interets and therefore liason and co-operation between them is vitd to a
successful invedtigation.

56 It is important to involve relevant organizations (eg. Interpol, ICC/International Maritime
Bureau) at an early stage, where appropriate, to take account of the posshility that transnationd
organised crime may be involved.

57 If in the course of the invedigaion there is an unavoidable need to change the
investigators in charge afull debriefing should take place.

6 DEALING WITH AN INITIAL REPORT
When information is recaived that a ship is under attack, or a recently committed mgor offence

is reported and the ship is accessble, investigators should attend without delay. The
respongbilities of those who firg attend crime scenes will be the following:
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Preservation of life

1

They must secure medicd trestment for dl personsinjured.

Prevention of the escape of offenders

2

They must be dert to the posshility thet, in some circumstances, offenders may
dill bein the vicinity.

Warningsto other ships

3

Whenever practicable warnings should be issued to other ships in the vidnity
which may be vulnerable to attack.

Protection of crime scenes

4

Recovery of forensc materid from a crime scene has the potentia to provide
evidence to identify offenders. Equdly, interpretation of what happened at the
scene will help investigetors and determine the outcome of the invedtigetion. It is
therefore vita that crime scenes be protected until the attendance of appropriately
quaified personnd to examine them. This point must be fully understood by the
magter, crew and shipowner of any ship involved.

The initid phases of the law enforcement and emergency services response
present the greatest risk of scene contamination. Personnel co-ordinating the law-
enforcement response should be aware of the risk of contamination and advise
persons attending scenes, incuding other law enforcement officds and nava
personnel, accordingly.

They must ensure that the authorities in the country with lead responghbility for
invedigating any crime are informed of the detalls of the incident and given the
opportunity to conduct an invedtigation into it. Any evidence, detals of action
taken, etc should be passed to the State with the lead responsibility.

Securing evidence

v

Focused quedtioning a the crime scene may lead to information which, by being
rgpidly passed to al appropriate authorities, could lead to the identification or
arrest of offenders eq. description of offenders, description of ship and direction
last seen heading in.

Lav enforcement officids firg atending a scene must gppreciate the importance
of ther role in gathering and pasing on as quickly as possble, reevant evidence
even if the offenders have escaped. Midtakes or omissions &t the outset may have
serious implications for the subsequent investigation.

Investigators should bear in mind that recovery of propety during the
invedigation is important as it may become evidence in the event of any
prosecution.
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7 THE INVESTIGATION

Proportionality

The course of an invedtigation will to a large extent depend on the circumstances of the offence.

In this regard the investigating agency will wish to take account of the “seriousness’ of the
incident. This will range from stolen property to the loss of life.  Consequently, action to be
pursued should be proportionate to the crime committed and consgtent with the laws that were

violated.

The following will, however, be common to dl piracy and amed robbery
investigations:

Establishing and recording of all relevant facts

i

All rdevant facts must be recorded in a systematic way. Most law enforcement
agencies use multi-purpose crime reporting forms, but officers deding  with
offences a sea must be sure to include the additiond information which may
subsequently prove essentia in legd proceedings in these cases eg. weather, sea
date, pogtion, direction of travel and speed of the ship, a detailed description of
the ship and so forth.

Photographs and videotapes taken of and on a ship will hdp invesigaiors and
witnesses subsequently explain what happened.

Investigators must bear in mind that laws governing offences committed at sea
dlow, in some circumstances, for legd proceedings in countries other than those
where initid investigators may be based.  Invedigations must therefore be
aufficently comprehendve and detailed to explain what happened to courts other
than the invedtigators own, possbly severd years after the offences have been
committed. The modus operandi of investigators has to be described in the
investigation report.

Recording of individual withess accounts

4

These should be recorded in a forma manner acceptable for use in subsequent
court proceedings. These accounts will form the basis of any prosecution case and
untrained personnd should not be used for this important task.

Witness accounts must be recorded at the earliest opportunity, as memories do
fade and accounts may be influenced by contact with other witnesses and media

reports.

Where witnesses spesk different languages to the invedtigators, as will happen
frequently in piracy cases, thelr accounts must be recorded in their own languages
and through use of properly qudified interpreters when this can be done within a
reasonable timescale.  Investigators should be aware that an account signed by a
witness, or indeed the suspect, in a language foreign to that person may be
valudess in court proceedings. It is important, therefore, to establish the legd
requirements for the vaidity of evidencein each case.
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v Experience has proved that witnesses in piracy cases, and particularly those who
have been subjected to violence, are likely to be exceptiondly distressed. Their
experience will have been dl the worse if they have been held captive for a long
period and/or been in fear of death, and the Stuation will be exacerbated ill
further if they are far from home. Invedtigators should bear these factors in mind
and ded with them sympatheticdly and paiently if they are to dict dl rdevant
facts.

8 Witnesses should be interviewed separately from each other when this can be
done within a ressonable timescale to protect the integrity of the individud
accounts of the incident.

9 Investigators should focus upon obtaining specific descriptions of the individuds
involved in the piracy incddent, paticulaly noting any didinguishing
characteridtics of the “leader”.

10  If more than one offender is involved, investigators should atempt to obtan
paticular information from the witnesses about the actions of each individud
offender, rather than be satisfied with the generd <Statements about wha “the
hijackers’ or “the pirates’ did on the ship.

Detailed forensic examination of scenes

11  Detaled forensc examination of the crime scene, paticularly in serious matters
including homicides, offers investigators the best opportunities to establish crucia
information and evidence which may ultimately result in the case being detected.

12 Invedigators should secure paticular objects or places on the ship where the
offenders may have I€ft fingerprints or other latent prints of vaue.

13 Invedtigators will be well advised to take advantage of the full range of specidist
services available to them.

14 Invedtigators should take into consderation the need not to detain ships or impede
work on board the ship longer than what is drictly necessary when carrying out
the forensic examination.

Sear ch of intelligence databases
15  Crimes must not be treated in isolation.

16  Offenders may be responsble for smilar offences not yet solved, but when the
evidence from dl those cases is accumulated and considered opportunities to
identify offenders may emerge. Appropriate databases, including those held by
the Internationa Maritime Bureau in Kuda Lumpur, Madaysa should be searched
to identify series of offences. However, usage of private databases has to be
compatible with the lav governing the invedigation. Congderation should be
given to contacting Interpol in case they have any information on the offenders.
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17  Equdly, offenders may have convictions the details of which could link them to
crimes under invedtigetion.

Distribution of information and intelligence to appropriate agencies

18  An important product of an effective invedigation, even if it does not lead to any
arests, should be the generation of inteligence, and systems should be in place to
ensure tha potentidly useful intelligence is disseminated to dl agopropriate
parties. These might include law enforcement agencies, nava authorities,
coastguards, harbour masters and others who may need it and could act on it
according to their nationd regulations.
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Comparison of the type of attacks, January to June, 1993 — 2004
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Types of violence to crew, January to June, 1993 -2004
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Type of violence to crew by location, January to June 2004
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TAKEN
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INJURED
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_SE ASIA Indonesia__
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Malacca Straits
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6
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3
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Thailand
F
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3
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REST OF WORLD -
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